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ESTONSKA ROZVEDKA VARUJE

Huawei's new target — solar parks

The agency also highlighted the removal of the Chinese technology company
Huawei from the development of 5G communication networks in the Baltic
countries. It pointed out that the same company has now targeted cloud
services and solar and wind farms.

Huawei and other Chinese companies want to equip Estonian electricity grids
with inverters and energy storage systems connecting solar and wind farms to
electricity grids.

An inverter is a device that makes the electricity produced in a solar panel
usable by the customer, but to manage the solar plant, inverters are connected
to the Internet, which means that they can be used to influence the operation of
solar plants from afar, the agency outlined.

»Implementace Cinskych ménicd a bateriovych systému do estonskych elektrickych siti by mohlo dFive di
pozdéji vést k opakovdni scéndre 5G. Podnikatelsky sektor i vlidda si musi byt dikladné védomy
dusledkd zavedeni cinské technologie do kritické infrastruktury Estonska. Prdce spoleénosti Huawei v

Estonsku je vytrvald, komplexni a systematickd a je koordinovdna s Ustfredim v Sen-¢enu.”


https://news.err.ee/1609251717/foreign-intelligence-service-china-s-technology-poses-a-growing-threat
https://www.washingtonexaminer.com/news/2848864/china-penetrating-electrical-grids-nato-ally-spy-agency-warns/#google_vignette

LITVA - ZAKAZ CINSKEHO SW PRO FV/VITR NAD 100 KW VE
VEREJNYCH TENDRECH, SOUKROMA SFERA BUDE NASLEDOVAT !

The ministry of energy, together with the operator of the transmission system LITGRID
AB and the operator of the distribution networks AB , Energijos Skirstymo
Operatorius" assessed the threats to the reliability of electricity supply posed by the
control systems used in the infrastructure of electricity storage facilities, solar power
plants and wind power plants from countries whose producers are not considered
reliable. It should be noted that the use of remote control systems, software and/or
solutions related to cloud services of these devices creates the possibility of
unauthorized influence or control of electricity production remotely by means of the
device's control interfaces intended for the user. This vulnerability has identified risks '
related to the management and operational stability of electricity transmission and
distribution systems.

To change the list of states or territories whose suppliers, their sub-suppliers,
economic entities whose capacities are relied upon, manufacturers, persons carrying
out maintenance and support of technical or software or persons controlling them are
not considered reliable, approved by the government of the republic of Lithuania in
2022. March 30 by resolution no. 280 "on the implementation of the provisions of
article 92, parts 13, 14 and 15 of the law on public procurement of the republic of e
Lithuania", and point 3 should be arranged as follows:

"3. People's republic of china, excluding Taiwan, Penghu, Kinmen and Madzu Separate
Customs Territory


https://e-seimas.lrs.lt/portal/legalAct/lt/TAK/18020a60f8b511eeaa63cf21c12b4657?jfwid=-h475nlnt2
https://www.15min.lt/verslas/naujiena/finansai/d-kreivys-galingose-privaciose-saules-ar-vejo-jegainese-negales-buti-kiniskos-irangos-662-2218814
https://www.15min.lt/verslas/naujiena/finansai/d-kreivys-galingose-privaciose-saules-ar-vejo-jegainese-negales-buti-kiniskos-irangos-662-2218814
https://www.15min.lt/verslas/naujiena/finansai/d-kreivys-galingose-privaciose-saules-ar-vejo-jegainese-negales-buti-kiniskos-irangos-662-2218814

China can use its inverters to launch attacks on the power grid
Paul Stockton, former US Deputy Secretary of Defense, July 2023

»Podle americké viady predstavuje Cinskd technologie v americké energetické siti riziko pro ndrodni bezpeénost. Zarizeni

je naléhavé tfreba zmapovat, protoze v souc¢asné dobé o ném nikdo v USA nemd prehled.

Australané jsou jiz ddle: podle vyzkumného centra Cyber Security Cooperative Research Center je 60 % inteligentnich
stfidact v Austrdlii doddvdno Cinskymi vyrobci. Véetné spolecnosti Sungrow, GoodWe a Huawei, které podléhaiji ¢inskému

zdkonu o ndrodnich zpravodaijskych sluzbdéch.

Rachael Falkovd, generdini feditelka Australského vyzkumného centra, vysvétluje nasi redakci, proc je to znepokoijujici:
,Cinsky zdkon o ndrodnich zpravodaijskych sluzbdch vyZaduje, aby jakdkoli organizace nebo ob&an poskytli pomoc,
pokud o to &inskd vidda pozdadda.” Jinymi slovy, Cina mozZe prostiednictvim kybernetického Gtoku tHaéit na své

vyrobce, aby vypnuli své stridace, fika Falkova.

Vyzkumny tym Rachael Falkové iz pozaduije, aby se viem novym stfidacim pridélovalo skére kybernetické bezpecnosti.
Spatné stiidage musi byt co nejrychleji odstranény z trhu. Pokud to bude nutné, musi byt odstranény z domdcnosti a

podnikd prostrednictvim stazeni z trhu.*

Zdroj:


https://www.vrt.be/vrtnws/nl/2023/09/12/china-kan-europees-energiesysteem-in-een-knip-doen-instorten-eu/

KE ZHROUCENI EVROPSKE ELEKTRICKE SITE STACI VYPNOUT
MILION MALYCH MENICU ZA SLUNECNEHO DNE !

»Evropskd elektrickd sit’ je schopna odolat ndhlému vypadku tfi jadernych reaktord, jaoko je Doel 4. Vzdy
jsou k dispozici zdlozni elektrarny, které mohou ndhly vypadek proudu odstranit do tficeti sekund. Pokud
chcete zhroutit evropskou rozvodnou sit’, musite byt schopni vypnout pfiblizné milion malych stfidaco
najednou.

Yves De Bruycker pUsobi jako instalatér soldrnich panelt jiz 18 let. Ukazuje ndm, jak to funguje. PFihldsi se
do softwarové platformy svého cinského vyrobce a tam se objevi soldrni instalace jeho zdkaznikd. ,,Celkem
mdme v portfoliu 4 500 stfidaci pripojenych k internetu. Mohu je aktualizovat, ale také stfidace na ddlku
vypinat,” Fikd Yves. Prisvéddili i dalsi Yvesovi kolegové: ,,Pres internet mohu vypnout viechny své instalované
stridace®.

Ke spravé svych 4 500 instalovanych zafizeni pouzivd platformu FusionSolar od spoleénosti Huawei.
notfidace mohu vypinat na ddlku. Pokud mdte Spatné imysly, mizete to udélat. Pokud to mohu udélat j&, pak
to samoziejmé& moZe udélat i Elovék ve své véZi ze slonoviny v Cind.“

Zdroj:


https://www.vrt.be/vrtnws/nl/2023/09/12/china-kan-europees-energiesysteem-in-een-knip-doen-instorten-eu/

That's just catastrophic... Then they'll shut down the whole of

Europe
Wiet Vande Velde, manager of EnergyKing

»Co si mysli o rozsdhlém cinském Utoku? ,,To je prosté katastrofa. ZpUsobi to blackout. Protoze soldrni panely
se dnes staly tak zdsadni soucdsti doddvek energie, Ze se to prosté Uplné pokazi, kdyz se to stane. Pak
vypnou celou Evropu.

“Stdle slySime znepokojené hlasy dalsich instaldtord: ,,Vyrobci do vieho vidi. V zdsadé mohou vypnout kazdy
jednotlivy stfidac. Dejme tomu, Ze mohou vypnout 30 procent nasich paneld v Belgii. To jsou dvé velké
jaderné elektrarny. Pak budeme mit problém s nasi elektrickou siti.”

Zda k takovému Gtoku n&kdy skute&né dojde, zostdvd samoziejmé zdhadou. Je jasné, Ze Cina ho technicky
zvlddne. Méné jasné vsak je, zda dokdze vyuzit vlastni spolecnosti, aby takovy Utok usnadnily. Ne vsak pro
Wieta Vande Veldeho. Ten md jasno: ,,Je to velmi jednoduché. Nikdy jsme si nemysleli, Ze Rusové vypnou
plyn. Neudélaiji to, dokud to neudélaji. Takze pokud to Ize udélat, pro¢ byste pochybovali o tom, zda to
nékdy pouzijiz¢ Cina by to uréité dokdazala také.”

Zdroj:


https://www.vrt.be/vrtnws/nl/2023/09/12/china-kan-europees-energiesysteem-in-een-knip-doen-instorten-eu/

ZAJIMAVE ODKAZY

ESTONIA'S INTELLIGENCE SERVICE RECOMMENDS CHINESE COMPONENTS ARE NOT USED AND WARNS ABOUT THEIR USE IN SOLAR PARKS:

LITHUANIA: POWERFUL PRIVATE SOLAR OR WIND POWER PLANTS WILL NOT BE ABLE TO HAVE CHINESE EQUIPMENT

2022 HACK OF 42,000 INVERTERS BY LOW COST SOLARMAN BRAND IN THE NETHERLANDS, ALLOWING FOR REMOTE CONTROL

2023 HACK OF 130,000 INVERTERS AROUND THE WORLD BY VENDORS SMA, ABB, FRONIUS, CONTEC, DANFOSS:

AUSTRALIAN REPORT ABOUT HOW COUNTRIES ARE FACING THIS RISK "POWER OUT"

AUSTRALIAN SENATE DISCUSSION FROM LAST WEEK ABOUT THE THREAT POSED BY CHINESE INVERTERS (60% OF AUSTRALIAN PV MARKET)
BELGIUM ARTICLE ABOUT RISK OF CHINESE INVERTER ABILITY TO "TURN OFF" GRID IN THE EU CAPITAL.

SATELLITE CYBER ATTACK PARALYZES 11GW OF GERMAN WIND TURBINES


https://news.err.ee/1609251717/foreign-intelligence-service-china-s-technology-poses-a-growing-threat
https://www.15min.lt/verslas/naujiena/finansai/d-kreivys-galingose-privaciose-saules-ar-vejo-jegainese-negales-buti-kiniskos-irangos-662-2218814
https://www.15min.lt/verslas/naujiena/finansai/d-kreivys-galingose-privaciose-saules-ar-vejo-jegainese-negales-buti-kiniskos-irangos-662-2218814
https://www.washingtonexaminer.com/news/2848864/china-penetrating-electrical-grids-nato-ally-spy-agency-warns/#google_vignette
https://www.washingtonexaminer.com/news/2848864/china-penetrating-electrical-grids-nato-ally-spy-agency-warns/#google_vignette
https://www.pv-magazine.com/2022/09/06/dutch-agency-investigates-cybersecurity-of-pv-inverters-after-hack/
https://www.bleepingcomputer.com/news/security/over-130-000-solar-energy-monitoring-systems-exposed-online/
https://www.bleepingcomputer.com/news/security/over-130-000-solar-energy-monitoring-systems-exposed-online/
https://cybersecuritycrc.org.au/sites/default/files/2023-11/3320_cscrc_powerout_art_web.pdf
https://cybersecuritycrc.org.au/sites/default/files/2023-11/3320_cscrc_powerout_art_web.pdf
https://www.cpb.com.au/australia-will-issue-rules-for-risky-solar-inverters/
https://www.vrt.be/vrtnws/nl/2023/09/12/china-kan-europees-energiesysteem-in-een-knip-doen-instorten-eu/
https://www.pv-magazine.com/2022/03/01/satellite-cyber-attack-paralyzes-11gw-of-german-wind-turbines/

	Kybernetické hrozby FV měničů!
	Estonská rozvědka varuje
	Litva - Zákaz čínského SW pro FV/vítr nad 100 kW ve veřejných tendrech, soukromá sféra bude následovat !
	Snímek číslo 4
	Ke zhroucení evropské elektrické sítě stačí vypnout milion malých měničů za slunečného dne !
	Snímek číslo 6
	Zajímavé odkazy

